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Onpenenenus
B nacTosimeM 10KyMEHTE UCTIOIB3YIOTCS CIEIYIOIIME TEPMUHBI U UX OMPEACICHUS.

ABTOMATHU3HMPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSAIIAs W3 TepcoHalla U KOMIUIeKca
CPEICTB aBTOMATHU3AIlUM €r0 JEATEIBHOCTH, peau3yrolias HH(OOPMAIMOHHYIO TEXHOJOTHIO
BBITMIOJTHEHUS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTI/l(l)I/IKaIII/IH OTHPaBUTEC/IA MNAHHBIX — IIOATBEPXKIACHHUE TOI0, 4YTO OTIIPABHUTECIIb
MOJIYYCHHBIX JAHHBIX COOTBCTCTBYCT 3a4BJICHHOMY.

be3onacHOCTD NEPCOHAJBHBIX JAHHBIX — COCTOSHUE 3aIIUIICHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO  TOJb30BaTeNed, TEXHUYECKUX CPEICTB |
MH(POPMALIMOHHBIX TEXHOJOTHH 00ecneunTsh KOH(UAECHIMATBHOCTb, IEJIOCTHOCTh U JOCTYIHOCTb
NEePCOHATBHBIX JAaHHBIX MpPU MX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JAaHHBIX.

BuoMerpnyeckne TepCOHAJbHbIE JaHHbIE — CBEICHHS, KOTOPHIC XapaKTEPU3YIOT
du3HoNIOrHYecKre OCOOCHHOCTH 4YEJIOBEKAa W HAa OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €TO
JMYHOCTh M KOTOPBIC UCTOJIB3YIOTCSI AJIMUHUCTPALIUEH ISl YCTAHOBIICHHS JIMYHOCTH CyOBEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pabaThIBAThCS TOJBKO MPU HAIWYHH COTJIACHS B MHCHMEHHON
dbopMe cyOBeKTa MepCOHANBHBIX NaHHBIX (BKIHOYas (Gororpaduu, OTHEUaTKHU MajbleB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJa U JPYTYIO MOA00HY0 HH(OpMAIIUIO).

bioknpoBanne mNepcOHANBHBIX JaHHBIX — BpEeMEHHOE THpekpaiieHne o0paboTku
NEPCOHANBHBIX JaHHBIX (32 MCKIIOYCHHEM CIydaeB, eclid o0paboTka HeoOXommma s
YTOYHEHHUSI IEPCOHAIBHBIX JIAHHBIX ).

Bupyc (KOMNBIOTEpHBIA, NPOrPAMMHBIN) — HCIHOJHAEMbI MPOrPAMMHBIA KOJA WU
UHTEPIIPETUPYEMbIii HAOOp HMHCTPYKIMH, OONaJaroIuii CBOMCTBAMH HECaHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBociipousBeieHus. Co3aaHHble 1yOIUKaThl KOMIIBIOTEPHOTO BUpYca He
BCErZa COBIAJAOT C OPUTMHAJIOM, HO COXPAaHSIT CHOCOOHOCTb K  JalbHEHIIEMY
pacupoCTPaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnas nporpamMmma — nporpamma, IpeJHa3HA4Y€HHas Ui OCYLIECTBIICHUs
HECaHKIIMOHUPOBAHHOTO JOCTYIA U (UJIM) BO3ACUCTBUS HAa NEPCOHAJIbHBIE TaHHBIE WIIM PECYPChI
UH(POPMAILIMOHHON CUCTEMBI IEPCOHANBHBIX TaHHBIX.

BcenomoraresibHbIe TEXHHYECKHE CpPeICcTBAa M CHCTeMbl — TEXHUYECKHE CpPEICTBA H
CHCTEMbI, HE MpeJHa3HauYeHHbIEe Ul Iepenaul, 0OpabOTKU W XpaHEHHs MEepCOHAIbHBIX JAAHHBIX,
YCTaHaBJIMBAEMbIE COBMECTHO C TEXHMUYECKHMHM CPEICTBAMH M CHCTEMAaMHM, IPEIHA3HAYCHHBIMU
Ui 00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHUAX, B KOTOPHIX YCTaHOBJIEHBI
MH(OpPMAIIMOHHBIE CUCTEMBI IEPCOHATBHBIX TAHHBIX.

JlocTynl B ONepalMOHHYIO cpely KOMIbIOTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — TIOJTy4eHHE BO3MOKHOCTH 3aITyCKa Ha BBIIOJIHEHHE IITATHBIX KOMAH/T, (PyHKLIMH, TpOLEeayp
OTEPALMOHHON CUCTEMBI (YHUUTOXKEHMS, KOITMPOBAHUS, MEPEMEIIEHHS U T.II.), UCHIOJHIEMBIX (aiiioB
NPUKJIATHBIX [IPOrPAMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTYYCHUA I/IH(l)OpMaL[I/II/I " €€ UCII0JIb30BaHMA.

3akia04Hoe YCTPOICTBO — 3JIEMEHT CpEJCTBA CheMa HMH(OpPMAlMM, CKPBITHO BHEAPSEMBIiA
(3aKyIampIBacMblii WM BHOCHMMBIN) B MecTa BO3MOKHOIO cheMa HH(popMalmu (B TOM YHCIE B
OTpaKJIeHNE, KOHCTPYKIIHIO, 000PY/IOBAHKE, TIPEIMETHI MHTEPhEPA, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKHU MH(POPMALIUN).
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3anmmaemas uHpopmMamys — UHPOpPMALMSA, SBIAIOLIASACS IPEAMETOM COOCTBEHHOCTH U
HOJUISKAIIAST 3alUTEe B COOTBETCTBUHM C TPEOOBAHMSIMHU MPABOBBIX JOKYMEHTOB MM TPEOOBAHMSAMH,
YCTaHABIIMBAaEMbIMU COOCTBEHHUKOM MH(OpMALINH.

Hpentndgmkanus — npucBoeHHMEe CyObeKTaM M OOBEKTaM JO0CTyna HWieHTH(ukaropa U (Hn)
CpaBHEHHUE MPEABSIBIAEMOr0 HACHTU(HKATOPA C IIEPEIHEM IPUCBOCHHBIX HICHTH(PHKATOPOB.

HNudopMaTuBHBI CHTHAT — DJICKTPHYECKUE CHIHAJBL, AKYCTHYECKUE, SJICKTPOMArHUTHBIE W
apyrue (DM3MYecKde TONsl, MO TiapamMeTpaM KOTOPhIX MOMKET OBITh pPacKpbiTa KOH(HICHIIMATLHAS
uH(opmarws (mepcoHaIbHbIE JTaHHbIe) 0OpabaThiBaeMasi B MH(POPMAIIMOHHOM CHUCTEME MEPCOHATBHBIX
JTAHHBIX.

Nudopmanuonnass cucrema mnepcoHadabHbIX AaHHbIX (MCII/IH) —coBOKynHOCTH
coJepKaluxcs B 0a3ax JaHHBIX MEPCOHATIBHBIX JAHHBIX U O0ECHEeUMBAIOIIMX MX 00paboOTKy
UH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKHUX CPEJICTB.

HndopmanmonHble TEXHOJIOTHMM — TPOIIECCHI, METO/BI TOMCKA, cOOpa, XpaHeHUs, O0O0pabOTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMAIMK M CLIOCOOBI OCYIIECTBICHUS! TaKHX IPOIIECCOB U
METO/IOB.

Hcnonb3oBaHue mnepcoHATbHBIX JAHHBIX — JEWCTBUA (Omepalu) ¢ MepCOHATbLHBIMU
JAaHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B LENSIX MHPUHATUS PELUICHUN WIM COBEPLICHUS] HMHBIX
NEHCTBU, MOPOXKAAOIINX IOPUINIECKUE TIOCTEACTBUS B OTHOILIEHUU CyOBEKTa MEepCOHATBHBIX
JAHHBIX WM JPYTHX JIMI JTUOO MHBIM 00pa3oM 3aTparvBaroOIIUX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHANIbHBIX IAHHBIX WJIA JPYTUX JIULL.

Hcrounuk yrposbl 6e30nacHOCTH MH(OPMAIMHU — CYOBEKT JIOCTYIIA, MaTepUaIbHbIi OOBEKT WIH
(r3HIgecKoe SIBICHHE, SIBISIOIINECS IPHYUHON BOSHUKHOBEHHS YTPO3bI 0€3011aCHOCTH HH(OPMAIIHH.

KonTposmpyemasi 30Ha — TMPOCTPaHCTBO (TEppUTOPUS, 3[aHUE, YacTh 3[0aHUS, TOMEICHHE), B
KOTOPOM HCKJTIOUYEHO HEKOHTPOJMpPYEMOe IMpeObIBaHKE MOCTOPOHHMX JIMIL, a TAKKEe TPAHCIIOPTHBIX,
TEXHUUYECKUX M MHBIX MaTePUATIbHBIX CPEJICTB.

KOH(l)PI)lEHIII/Ia.]ILHOCTL NEPCOHATBHBIX JTAHHBIX — o0s3aTeIIbHOS A CO6J'IIOI[€HI/I${ oreparopom
WM HMHBIM THOJYYMBHIMM JOCTYII K HNEPCOHAIBHBIM JAHHBIM JIMIIOM Tpe6OBaHI/IC HC OOIYCKaTb HX
PpacipoCTpaHCHUEC 0e3 cornacus CY6’BeKTa NICPCOHAJIBHBIX JAHHbIX WM HAJIWMYHUSA HHOI'O 3dKOHHOI'O
OCHOBAHM:I.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACTIPEICTICHHOS
nporpaMMHOe  (TIPOrpaMMHO-AINIIAPaTHOE) CPENCTBO  (KOMIUIEKC), peau3yollee KOHTpOJIb 32
uH(popMalMel, MocTynaromeid B HH(POPMAILMOHHYIO CUCTEMY IE€PCOHAIBHBIX JAHHBIX W (WIN)
BBIXOZAIIEH U3 UH(OPMAIIMOHHON CUCTEMBI.

Hapynmrenbs 0e30MaCHOCTH MEPCOHAJIBHBIX [JAHHBIX — (U3MYECKOE JMILO, CIy4dailHO WK
HpeHaMEPEHHO COBEpILIAIOLIee JEHCTBUS, CIEJICTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
NEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKEe TEXHUYECKUMH CPEJICTBAMH B MH(POPMAIMOHHBIX CHCTEMAX
NIEPCOHAIBHBIX TaHHBIX.

HeaBromMaTnsnpoBanHas 00padoTka  MepCcOHAJbHBIX  JAaHHBIX —  00paboTka
NEPCOHAIBHBIX JIaHHBIX, COJIEpKAIINXCAd B UHGOPMALMOHHON CHCTEME MEPCOHAIBHBIX JTaHHBIX
a1u00 M3BJICYCHHBIX M3 TAKOH CHUCTEMBI, CUUTAETCS OCYILECTBIEHHOW O€3 HCIOJIb30BaHUs
CPEICTB aBTOMAaTH3alMu (HEaBTOMATU3MPOBAHHOMN), €CJIM TaKhe AEHCTBHS C MEPCOHAIbHBIMU
JaHHBIMHU, KaK HCIOJIb30BaHUE, YTOUHEHUE, PACIpPOCTPAHEHUE, YHHUYTOXXEHHE INEPCOHAIBHBIX
JAHHBIX B OTHOIIEHHUHU KaXKJIOTO U3 CyOBEKTOB MEPCOHAIbHBIX NAHHBIX, OCYILECTBISIOTCS MPHU
HEINOCPEICTBEHHOM Y4aCTHH YEJIOBEKA.

MonuTtnka nHdopmaymoHHol 6esonacHocTn. CtpaHuua 4 ns 33



HenexnapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHQJIbHBIE  BO3MOXKHOCTH — CDEJICTB
BBIUMCITUTEIIHHOM TCXHUKHU, HC OIMMCAHHBIC NJIM HC COOTBCTCTBYIOIIHC OIMMCAHHBIM B JOKYMCHTAIIUH, IIPU
UCIIOJIb30BAHUM  KOTOPBIX ~BO3MOXKHO ~ HApyIICHHE KOH(PUICHIMAIBHOCTH, JOCTYITHOCTH —HIIH
IEJIOCTHOCTH 00pabaThIBaeMOi HHPOpPMALIUH.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIIMOHUPOBAHHbBIE JIefiCTBHSI) — JTOCTYIT K MH(POPMAITUH
WM JISUCTBHS ¢ WH(OpMAIVeH, HApYIIAONHE MPaBWIa Pa3rPaHUYSHHs JOCTYIA C HUCIIOIh30BaHUEM
IITATHBIX CPEJICTB, PEIOCTABIISIEMBIX HH(OPMAIIMOHHBIMU CUCTEMAMHU TTEPCOHAIIBHBIX JTAHHBIX.

Hocurens wundopmanmmu — Qusnyeckoe JHIO0 HIM MarepHalbHbLi OOBEKT, B TOM 4HCIE
¢usmdeckoe mose, B KOTOpOM HH(OpMAIMs HaXOOUT CBOE OTPHKEHHE B BHUJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX PELICHHI M IIPOLIECCOB, KOMMYECTBEHHBIX XapaKTePUCTUK (DU3HMUECKUX
BCJIMYHH.

O0e3IMYMBaHNe NEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3Yy/bTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHO 0€3 UCII0JIb30BaHUs AONOIHUTEIBHON HH(DOPMAUK ONPeIeNUTh IPUHAIIIE)KHOCTD
NEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JAHHBIX.

O0pa0oTka NepCcOHANBLHBIX JAHHBIX — JF00O€ JeilicTBUE (Omepanus) WM COBOKYITHOCTb
JeWcTBUM  (omepalyii), COBEpIIAEMBbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMAaTH3alMd WM 0e3
UCIOJIb30BAHMS TAKMX CPEJICTB C MEPCOHAIBHBIMU JJTAHHBIMU, BKJTFOYasi cOOp, 3aIiCh, CUCTEMaTH3aLHIO,
HAKOIUICHUE, XpaHEHNE, YTOUHEHHE (OOHOBIIEHUE, I3MEHEHHUE), N3BIICUEHHE, UCTIOIb30BaHKE, TIEpeaady
(pactipocTpaHeHHe, TPENOCTABJICHHE, JOCTYI), OOC3JMYMBAaHME, OJOKUPOBAHHE, YIAJICHHE,
YHUUTOXKEHHE MTEPCOHATIBHBIX TAHHBIX.

OO0menocTynHble  TMEepPCOHAJbHBbIE  JIaHHbIE —  TIEPCOHAIBHBIE  JAaHHBIC,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIUI[ K KOTOPBIM MPEJOCTABJICH C COTJIacHs CyOBEKTa MEpCOHAIbHBIX
JAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBHH C (efiepalbHBIMU 3aKOHAMHU HE PaCIpPOCTPAHSIETCS
TpeboBaHue COOTIOICHUS KOH(PHUICHIIMAIBHOCTH.

Oneparop (MepPCOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBIA OpraH, MYHHIIMMIATBHBIA Opras,
IOPUANYECKOE WM (PU3MYECKOE JIUIIO0, CAMOCTOSITEILHO MJIM COBMECTHO C JIPYTMMH OpraHHU3YoLIee U
(nym) ocyIecTBIsItoNee 00paboTKy MEePCOHATBHBIX JAHHBIX, a TAKXKe ONPEACIOIIME eI 00paboTKH
MEPCOHATBHBIX JTAHHBIX, COCTaB IE€PCOHABHBIX JIAHHBIX, MOJJIeXaMX 00padoTKe, NEeHCTBUS
(omeparum), CoBepIIAEMbIE C EPCOHATLHBIMU JTAHHBIMH.

Texunyeckne cpeacrsa MHGOPMALUMOHHONH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIUMCIUTENBHON TeXHUKH, TH(POPMAIIMOHHO-BBIYMCIIUTEBHbIE KOMIUIEKCHI M CETH, CPEICTBA U CHCTEMBI
nepefaun, mpuema u oOpadotku [I/[H (cpenctBa M CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHUS,
3BYKOBOCIIPOM3BEJICHUS, TIEPErOBOPHbIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CpEICTBA H3IOTOBJIEHUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIPyrM€ TEXHUYECKHUE CPEACTBa 00pabOTKH pPEueBOM, TpadyecKoid,
BHUEO- M OYKBEHHO-IM(POBOH HHPOpMAIMK), MPOrpaMMHBIE CpelcTBa (ONMEpalMOHHbIE CHUCTEMB,
CHCTEMbl YIpaBlieHHs 0a3aMy JaHHBIX W T.I.), CPEACTBA 3alUThl MHQOpPMALUMM, MPUMEHSEMbIE B
MH(POPMALMOHHBIX CHCTEMAX.

IlepexBaT (MH(poOpMaLuM) — HEIPaBOMEPHOE MOIy4YeHHE MHPOPMALUU C UCHOIb30BAHUEM
TEXHUYECKOTO  CpPEACTBA, OCYLIECTBIISIONIET0 OOHAapyKeHue, TMpueM U  00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIE — JTI00as WHGOPMAIUS, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTIpeICTICHHOMY WJIH OMpeeNiieMoMy (GU3NIECKOMY JHITY (CYOBEKTY MepCOHATBHBIX JaHHBIX).

ITo6o4yHBIe 3JIEKTPOMATHUTHBIC M3JYYCHHSI W HABOAKHU — JIEKTPOMArHUTHBIE U3IY4YCHUS
TEXHUYECKUX CPe/CTB O00padOTKH 3aliuiiaeMoll HMHpOpMalMy, BO3HUKAOIIUME KaK MMOOOYHOE
ABJICHUE W BBI3BAHHBIC DJIEKTPUYECKMMH CUTHAJIIAMH, JACUCTBYIOUIMMHM B MX DJIEKTPUYECKUX U
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MAariuMTHBIX HCIAX, a TAKXKCE DJICKTPOMArHUTHBIC HABOAKH 3THX CHUTHAJIOB HA TOKOIIPOBOIALINEC
JIMHUHA, KOHCTPYKI WU U LCIIU IMUTAHUA.

IMonruTKa  «YHCTOrO  CTOJIa» —  KOMIUIGKC  OPraHU3allMOHHBIX  MEPOIPHSTHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMCHIBAHUS HAa OyMa)KHbIC HOCHUTEIHM KIFOUeH M aTpuOyTOB
noctyna (mapoJjei) 1 XpaHeHus X BOJIM3U 00BEKTOB JIOCTYIIA.

[Hoan3oBaTenb HMHPOPMALMOHHOM CHCTEMbI NEPCOHAJBHBIX JaHHBIX —  JIMIO,
y4acTBymoIIee B (DYyHKIIMOHUPOBAHWU HH(DOPMAIMOHHON CHUCTEMBI NMEPCOHANBHBIX JAHHBIX WA
UCIIOJIB3YIOIIee PE3YNIbTAThI €€ HYHKIIMOHUPOBAHHUS.

[IpaBuna pasrpaHuyeHusi A0CTYNAa — COBOKYITHOCTb MPaBUJI, PErJIaMEHTUPYIOIIUX MpaBa
JIO0CTyTa CyOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpaMmMHasi 3aKjIaaKa — KOJ NpPOTrpaMMbl, IIPEIHAMEPEHHO BHECEHHBII B IPOrpamMmy ¢
IENBI0 OCYIIECTBUTh YTEUKY, H3MEHUThb, OJOKUPOBaThb, YHUYTOXKUTH HH(POPMALUIO WIH
YHUUYTOXKUTh M MOJU(ULIHPOBATH HpOorpaMMHOE oOecrieueHne HHQPOPMALMOHHON CHUCTEMBI
NEPCOHANBHBIX JAHHBIX U (MITM) OJIOKMPOBATH alllapaTHbIE CPEICTBA.

HporpaMMﬂoe (l'lpOrpaMMHO-MaTeMaTI/I‘leCKoe) BO3/elicTBHE — HCCAaHKIIMOHUPOBAHHOC
BOSHeﬁCTBHe Ha peCypChl aBTOMaTI/ISI/IpOBaHHOﬁ PIH(bOpMB.LIPIOHHOfI CHUCTCMBI, OCYHICCTBIISIEMOC C
HCIIOJIb30BAHMEM BPCAOHOCHBIX IIPOIpaMM.

PaCKprTI/Ie MNEPCOHAJIBHBIX JAaHHBIX — YMBIIIJICHHOC WJIHU cnyqaﬁHoe HapylmCcHue
KOH(l)I/IIleHLII/IaJ'IBHOCTI/I MNEpCOHAJIbHBIX JTaHHbIX.

PacnpOCTpaHeHne NMEPCOHAJIBHBIX NAaHHBIX — I[GflCTBI/I)I, HaIpaBJICHHLBIC Ha PACKPLITUC
MEPCOHAJTIbHBIX TAHHBIX HECOIIPCACIICHHOMY KPYI'y JIMI]

Pecypc mHpopManmoHHoil cHCTeMbl — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPUKJIATHOTO
WIN anmapaTHoro odecneueHus GyHKIIMOHUPOBAHHUS WH(POPMALIOHHON CUCTEMBIL.

CneuuajbHble KATErOpuM MEPCOHAJBHBIX JaHHBIX — T[EPCOHAIbHBIC JaHHBIC,
KACaloUIMeCs  pacoBOM, HAUMOHAIBHOW  MPUHAMJIEKHOCTH, TMOJUTUYECKHX  B3IJISJOB,
PEIUTHO3HBIX WM (GUIOCOMCKUX YOSKICHUM, COCTOSHUS 3/J0POBbS W HWHTUMHOW KU3HU
CyObeKTa MepCOHANBHBIX JAHHBIX.

Cpe}ICTBa BbIYMCJIUTEIbHOM TEXHUKH — COBOKYITHOCTb ITPOIrpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CHUCTEM O6pa6OTKI/I JaHHBbIX, CIOCOOHBIX CI)YHKI_[I/IOHI/IPOBS.TL CaAMOCTOATCIIBHO UJIKM B COCTAaBC APYIrux
CHCTCM.

Cy0bekT nocryna (cy0beKT)— JIMLO WIM TMPOLECC, ACHCTBUS KOTOPOTO PErIaMEHTUPYIOTCS
IIPaBWJIaMU Pa3rpaHUYEHUs AOCTYIIA.

TexHuuyeckuii KaHaa yredkd MHGOPMALUU — COBOKYITHOCTh HOCUTEINS MH(pOpMAIMU (CPEACTBA
00paboTKH), (hpU3MUECKON Cpeibl PACHpPOCTpaHEHHs UH(POPMATUBHOTO CUTHAIA U CPEACTB, KOTOPHIMU
JOOBIBaeTCsI 3alpiaemMas HHpOpMaIus.

TpaHcrpaHu4Hasi nmepeaada NepcoOHAJbHBIX JAHHBIX — NIEpeAavya NEPCOHAIbHBIX JaHHBIX
onepatopoMm uyepe3 l'ocymapcrBeHHyro rpanuny Poccuiickonn @Penepauuu Oprasy BIACTH
WHOCTPAHHOTO TOCYJapCTBa, (U3HUYECKOMY WU IOPUIUYECKOMY JIUIy HMHOCTPAHHOTO
rocy1apcTBa.

Yrpo3bl 0€30HaCHOCTH TEPCOHAIBHBIX JAHHBIX — COBOKYIIHOCTb YCIOBMH M (DaKTOpPOB,
CO3JAIOIMX OIMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM UYMCJIE CITy4aiHOro, JOCTYNa K NEPCOHATbHBIM
JTaHHBIM, PE3YJBTaTOM KOTOPOTO MOXKET CTaTh YHHUTOKEHHE, H3MEHEHHe, OJIOKMPOBaHNE, KOIMMPOBAHUE,
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pacrpoCcTpaHeHHe MEePCOHATBHBIX JAHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX ICHCTBUI MPH MX
00paboTKe B MHPOPMAIOHHOM CUCTEME MEPCOHATTEHBIX JAHHBIX.

YHUYTOKeHHE NEepPCOHAIbHBIX JAaHHBIX — JEHCTBHSA, B pe3ylbTare KOTOPBIX HEBO3MOMKHO
BOCCTaHOBUTH COZICP)KaHHE MEPCOHATBHBIX JAaHHBIX B WH(POPMALMOHHOW CHCTEME IMepPCOHATBHBIX
JIAHHBIX WA B PE3yJbTaTe KOTOPbIX YHUUTOXKAIOTCSI MaTepUallbHbleé HOCUTEIH IE€PCOHAIBHBIX
JTAaHHBIX.

VYTeuka (GamumaeMoiil) uHGOPpMAIMM 10 TEeXHHYECKMM KaHAJIAM — HEKOHTPOIMPYEMOE
pactipocTpaHeHre nH(opMaly OT HOCUTENS 3aliuiliaeMol nH(opMaliy yepe3 (pu3HyIeckyro cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYILIECTRIIIOIIETO TepexBaT HH(pOpMaIIH.

YA3BUMOCTB — C1a00CTh B CPEACTBAX 3aIUTHI, KOTOPYIO MOYKHO HCIOJIb30BaTh JUISl HApyIICHUS
CHCTEMbI WJIU COZIEprKaIleicsl B Hel nH(opMaluH.

LenocrHocTh HMHEOPMALMU — CIHOCOOHOCTH  CPEACTBA  BBIUKCIUTEIIFHON TEXHUKH WA
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBaTh HEM3MEHHOCTh MH(OpPMALMKA B YCJOBUSIX CIy4allHOTO
W/VJTY TIPEIHAMEPEHHOTO MCKKEHHS (pa3pyICHUs ).
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OBO3HAYEHUA U COKPAILIEHUSA

— aHTUBUPYCHBIE CPEICTBA

— aBTOMAaTU3UPOBAaHHOE paboyee MecTo

— BCIIOMOTaTENbHbIE TEXHUYECKHUE CPEACTBA U CUCTEMBI
— MH(pOPMAIMOHHAs CHCTEMa IEPCOHATIBHBIX JaHHBIX

— KOHTPOJIMpyeMasi 30Ha

— JIOKAJIbHASI BBIYKMCITUTEbHAS CETh

— MEKCETEBOM dKpaH

— HECAHKLIMOHUPOBAHHBIN JOCTYII

— OIlepalMOHHAsI cucTeMa

— IIEPCOHAIIbHBIE JIaHHbBIE

— [IPOrPaMMHO-MaTEMaTUYECKOE BO3/IEHCTBUE

— MporpaMMHoe obecriedeHre

— TIOOOYHBIE AEKTPOMATrHUTHBIE M3TyICHHSI U HABOIKU

— CHCTEeMa aHaJlu3a 3allUIIeHHOCTH

— Cpe/CTBa 3alIUThl HHPOpMAIII

— cucrema (MoACHUCTEMA) 3allUThI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEeHUS! BTOP>KEHUI

— TEXHUYECKHE KaHAJIbl yTEUYKH HH(POpMalIK

— YI'pO3bI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX
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BBEJEHHUE

Hacrostimas Ioautrnka nadopmanronnoi 6e3omnacuoctu (nanee [Momutuka) MAOY «Illkomna
Ne 55» (manee — YupexxaeHue) sBisgercss OQUIHATbHBIM JTOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeboBaHMsIMH DeiepaabHOro 3aK0Ha OT 27 IO
2006 1. Ne 152-®3 «O nepcoHAIBHBIX TaHHBIX» U mocTaHoBleHus [IpaButenscTBa Poccuiickoi
@eneparunn ot 1HOsIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX HpU UX 00paboTke B HHGOPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JaHHBIX», HA OCHOBaHUM:

- «Pexomenganuii mo obecneueHn0 6€30MacCHOCTH MEPCOHANTBHBIX JaHHBIX TPU UX 00paboTKe B
MHQOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAaHHBIX», YTBEP)KICHHBIX 3aMECTUTENIEM AUPEKTO-
pa ®CTOK Poccum ot 15.02.2008 1.,

- «TunoBbIX TpeOOBaHMIA MO OPraHU3alWU M 00ecreueHHI0 PYHKIIMOHUPOBAHUS IIU(PPOBATIBHBIX
(kpunTorpaguyeckux) CpeACTB, NpeIHA3HAUCHHBIX IS 3alIUThl HHPOPMAIUH, HE coAep Kaien
CBEJICHUM, COCTaBIAIONINX TOCYAapCTBEHHYIO TaliHy B CcIy4ae M3 MCIIOJIb30BaHUs IJisl obecreye-
HUsI OE30MaCHOCTH TEPCOHAIBHBIX JTAaHHBIX MPH UX 00paboTke B MH(OOPMAIMOHHBIX CHUCTEMax
MEPCOHANBHBIX NAHHBIX», YTBEPkKACHHbIX pykoBoAcTBoM & Llentpa @Cb Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke omnpeneneHsl TpeboBanus k nepcoHany WCIIJIH, crerneHb OTBETCTBEHHOCTU
MepcoHalia, CTPYKTypa M HEOOXOIUMBIM YPOBEHb 3alUIICHHOCTHU, CTaTyC U JIOHDKHOCTHBIC
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHrue Oe30MaCHOCTH MEePCOHATBHBIX
nauubix B UCIT /I Yupexnenusi.
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1 O01me MoJI0KEeHU A
Lennro HacTosmiei ITonuTuku sBaseTcs odoecneueHre 0e30MacHOCTH 00bEKTOB 3aIUThI

VYupexxaeHuss OT BCeX BHJIOB Yrpo3, BHEIIHUX U BHYTPEHHUX, YMBIIUICHHBIX M
HeTpeHaMEPEeHHBIX, MUHUMHU3AUs yiiepOa OT BO3MOXKHOM peaju3anuu yrpo3 0e30macHOCTH

T/Tu (YBIIIn).

besomacHocTh NEPCOHAIBHBIX JaHHBIX JOCTUTaCTCA IIyTeM HCKIIIOYCHUA
HCCAHKIIUOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁﬂoro, A0CTyIMNa K TICPCOHAIBHBIM JaHHBIM,
PE3YIbTAaTOM KOTOPOI'0 MOXKET CTAaTh YHUYTOXKCHUEC, U3MCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBAHUC,
PaCIIpoOCTPaHCHUC IICPCOHAJIBHBIX JaHHBIX, 4 TAKKC MHBIX HCCAHKIITNOHUPOBAHHBIX ,Hef/'ICTBI/If/’I.

Wndopmanius u cBs3aHHBbIE C HEH pecypchbl TOJKHBI ObITh JOCTYIHBI 71 aBTOPU30BAHHBIX
noJib3oBaresiei. JIoJKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHApy)KEHHE M PearupoBaHUE Ha
YBII .

]_IOJ'DKHO OCYHICCTBIIATHCA NMPCAOTBPAIICHNUEC IMPEAHAMEPCHHBIX HUIIN CHy‘I&ﬁHHX, JaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/ICI)I/IKEIIII/II;'I HJIM YHUUYTOXCHUSA IICPCOHATIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIMTHI NPEACTaBICH B [lepeyHe mepcOHANbHBIX JAHHBIX, YKa3aHHOMY B
[Tomoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

Cocras UCII[AH, momiexanux 3alluTe, MPEAcTaBlieH B AKTe 00CIeJOBaHUS TEKYIIETO
COCTOSIHUSI TEXHUYCCKOM 3alUThI IEPCOHATBHBIX JTaHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanus Hactosied [ToMUTUKN pacIPOCTPAHSIOTCS HA BCEX COTPYIHUKOB YUpPEKICHUS
(ITaTHBIX, BPEMEHHBIX, PAOOTAIONIMX IO KOHTPAKTy M T.I.), @ TAKXKE BCEX MPOYUX JIHII
(MOPSAAYHUKH, Ay TUTOPHI H T.I1.).
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3 Cucrema 3ammThI MEePCOHATBbHBIX JAHHBIX
Cuctema 3anuThl nepcoHabHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAHUH:
- AxTa 00cien0BaHus TEKYLIETO COCTOSHIS TEXHUUECKON 3aIUThI IEPCOHANBHBIX TaHHBIX,
- [lepeyns mepcoHaNbHBIX AaHHBIX, TOAJIEKAIIUX 3AIIUTE;
- AKTOB KiaccupUKanu HHOOPMAITMOHHBIX CHCTEM ITEPCOHAITLHBIX JaHHBIX;
- YacTHBIX MOeNell akTyalnbHbBIX yrpo3 U BeposTHoro HapymmuTens UCIH;
- [lonoxeHus 0 pasrpaHMYCHUH TIPAB JOCTYIA K MEPCOHANBHBIM IaHHBIM;
- PykoBomsiux nokymentoB @CTIK u ®Ch Poccun.

Hns  obecrieuenust 3amutel  WCII[IH HeoOXomumo COOMOJCHHE OpraHU3alMOHHO-
TEXHHYECKUX Mep. AIMHHHUCTpanueil odecrieunBaeTcss 0€30MacHOCTh NEPCOHAIBHBIX JTAHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHUYECKOM
3a7aHuy Ha cozganue cucteMsl 3aumTel Uit UCII/{H. B Yupexnenuu onpeneneHsl akTyanbHbIe
yrpo3bl 6e3omacHoctu I1/[H, koTopwie onmcanbl B YacTHOW MOAENH aKTyaJdbHBIX YIpo3 U
BepositHoro Hapymwutens MCI/In.

HOI[ AKTYaJIbHBIMU  YI'PO3aMU 0e301macHOCTH NEPCOHANIBHBIX  AAHHBIX IOHHMACTCA
COBOKYITHOCTb YCJ'IOBI/Iﬁ u (baKTOpOB, CO3Jar0muXx AKTYaJIbHYIO OIIaCHOCTbB
HCCAaHKIIMOHUPOBAHHOI'O, B TOM YHCJIC CHy‘lﬁfIHOI‘O, A0CTyIIa K NCPCOHAJIBHBIM JaHHBIM IIPU HUX
O6pa6OTKC B HH(I)OpMaHHOHHOfI CUCTEME, PE3YJIbTATOM KOTOPOI'0 MOI'yT CTaTb YHHUYTOXCHUC,
HN3MCHCHHC, 6JIOKI/Ip0BaHI/I€, KOIIMPOBAHUC, NPEAOCTABIICHUEC, PACIIPOCTPAHCHUC TICPCOHAIIBHBIX
JaHHBbIX, a4 TAKXKXC MHBIC HCIIPABOMCPHbLIC HeﬁCTBHH.

VYrpo3sl 1-T0 TuNa akTyalbHbI A1 MHPOPMALMOHHONW CUCTEMBI, €CIIHU JUIs Hee B TOM YHCIe
aKTyaJlbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIAECKIApUPOBAHHBIX)
BO3MOXHOCTEH B CUCTEMHOM NPOIPAaMMHOM 00€CHEUEHUH, UCIOJIb3YeMOM B HH(OpPMAIMOHHON
CUCTEME.

VYrpo3sl 2-T0 TUIA aKTyallbHBI JJ1 MHPOPMALMOHHONW CHUCTEMBI, €CIIH JUIs Hee B TOM YHCIe
aKTyaJlbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIECKIAPUPOBAHHBIX)
BO3MOXHOCTE B  NPUKIAJAHOM  IPOrpaMMHOM  OOECHEUeHUH,  HUCIOIb3yeMOM B
MH(OPMaLIMOHHON CHCTEME.

Yrpo3bl 3-T0 TUNA aKTyalbHbI 115 UHQOPMALMOHHOM CUCTEMBI, €CIH JUISl HE€ aKTyalbHbI
yIrpo3bl, HE CBSI3aHHbIE C HAJIMYUMEM HEJIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOKHOCTEH B CHCTEMHOM H IMPpUKJIAAHOM IPOrpaMMHOM O6CCHC‘~I€HI/II/I, HCIIOJIb3YEMOM B
UH(POPMALIMOHHOM cUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAessercs HeOoOXOAWMBIH ypOBEHb 3aIIUIICHHOCTH
I[TIx xaxmoit UCITIn Yupexxnenus. Ha ocHOBaHMM aHallM3a aKTyaJbHBIX YIpo3 0€30MacHOCTH
IT/11, onucanHOro B YacTHOM MOJENN aKTyalbHBIX yrpo3 U BeposTHoro Hapymutens UCII/Ix n
Oryera O pe3ylpTarax TMpPOBEACHUS BHYTPEHHEW IPOBEpPKE, JENAeTCs 3aKIIOYEHHE O
HE00XO/IMMOCTH HCIOJB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3aLMOHHBIX MEPONPUATHI JUIs
obOecneuenus Oe3zomacHoctu [1/lH. BpiOpanHble HEOOXOIUMBIE MEPONPHUSATHS OTpPAXKArOTCS B
[Inane MeponpusATHl IO 3aIUTE IEPCOHAIBHBIX TaHHBIX.

s kaxxnoit UCIIJIH nomkeH ObITh COCTaBIIEH CIMCOK UCIOJIb3YEMBIX TEXHUYECKUX CPEJICTB
3alUTHI, @ TaK K€ MPOrpaMMHOI0 oOecredyeHus, ydactByromiero B oopadorke I1/IH, Ha Bcex
snementax UCIT/IH:
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- APM nosnp3oBarenei;
- CepBepa MpUIIOKECHUIA;
- CYBJ;

- I'panuna JIBC;

- Kananop nepenauu B ceT OOIIEro MoJjib30BaHUS M (MIIM) MEXKIYHAPOIHOTO OOMEHA, €ClIU M0
HuM nepenarorcs [1JIH.

B 3aBucumoctu ot ypoBHs 3amuineHHoctd MCIIIH u aktyansHbix yrpo3, C3IIJn moxer
BKJIIOUYATh CJIEYIOIINE TEXHUYECKUE CPEACTBA:

- aHTUBUPYCHBIE CPECTBA ISl pabOUYMX CTAHIIMI MONTb30BaTEICH U CEPBEPOB;
- Cpe/ICTBa MEXKCETEBOIO SKPAaHHPOBAHUSI,

- cpeAcTBa KpUNTOrpaduaeckor 3amuThl HHOOPMAITHH, TIPH Iepeaade 3amnuiaeMon nH- - Gop-
MallMH 110 KaHaJaM CBSI3H.

Tax e B CIIHCOK JIOJDKHBI OBITh BKITFOYCHBI (DYHKIIUHU 3aIIUThI, 00CCIICYNBAEMbBIC I TATHBIMU
cpeactBamu  obpabotku IIJIn onepaunonHsiMu cucremamu (OC), npuknaaaeiM [10 u
CICIUAIEHBIMI KOMITJICKCAMH, PEATM3YIONUMHU CpeAcTBa 3amuThl. CIIUCOK (PYHKIMA 3alTUTHI
MOJKET BKIIIOYATh:

YIPaBJICHHUE U PasTPAaHUYCHHE JOCTYIIA IOIb30BATEICH;
PETUCTPALIMIO M YUET ACUCTBHH ¢ HH(pOpMaIeii;

- o0ecreunBaTh LUEJIOCTHOCTh NaHHBIX;

- IPOM3BOANTH OOHAPYKEHUI BTOPKCHUN.

CHOucoK HCHONb3yeMbIX TEXHUYECKHX CpEACTB oTpaxaercs B llmane wmeponpusatuil mo
3allIUTE MEPCOHAIBHBIX JaHHBIX. CIUCOK UCIOJIb3YEMBIX CPEIICTB JIOJDKEH IMOAIECPKUBATHCS B
aKTyaJdlbHOM COCTOSHMM. IIpu H3MeHeHMHM cocTaBa TEXHUYECKUX CpPEJCTB 3allUThl WU
anemeHToB WCIIJIH, cooTBeTcTBYyIOIIME HM3MEHEHMsI JOKHBI ObITh BHECEHbI B CHHUCOK U
YTBEPKACHBI JTUPEKTOPOM YUPEKACHHS WIH JUIOM, OTBETCTBEHHBIM 32 OOECTIeUeHHUE 3alTUThI
I1]1H.

Monntnka nHbopmaumoHHon 6esonacHocTu. CtpaHuua 13 ns 33



4 TpedoBanus k nogcucremam C3I11n

C3I1/Ix BKiIrOYaeT B ceOsl CICTYIONINE TIOICHCTEMBI:

- YIIpaBJICHUA JOCTYIIOM, pETUCTpALlMU U YUCTaA,

- O6CCHC‘IGHI/I$1 HEJIOCTHOCTHU U JOCTYITHOCTH,

- aHTUBUPYCHOM 3alLIUTBI;

- MEJKCETEBOTO DKPAHUPOBAHUS;

- QaHAIM3a 3alUIIEHHOCTY;

- OOHapyKEeHHUS BTOPKCHUH;

- KpunTorpaduIecKon 3amuThI.

Honcucremsr C3I1Jn umeroT pasnuusblil QyHKIMOHAN B 3aBUcUMOCcTH OT kiacca WCIIH,
onpezaeneHHOro B Akre kiaccupukanuu UHGOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JIaHHBIX.
Cnucok coorBerctBust Ppynkiuii nmoacucrem C3IIIH kiaccy 3amIMIEHHOCTH MPEICTaBIEH B
[Tpunoxenun Ne 1.

4. 1 HO}ICI/ICTeMBI yYHpaBJjeHusl 10CTYIIOM, PErUCTPpallui U yueTa

[Toncucrema yrmpaBieHus AOCTYIIOM, PETUCTPAIlMU U yueTa MpeHa3HAYCHa IS pealn3aiuu
CIENYIOIMUX (YHKITHIH:

- naeHTH(UKANH ¥ TIPOBEpPKa MOUTMHHOCTH CyOBeKTOB AocTyma pu Bxoae B MCII/IH;

- UACHTU(UKALUKA TCPMUHAJIOB, y3JIOB CETH, KAHAJIOB CBS3HM, BHEIIHUX YCTPOMCTB IO JIOTHYe-
CKHUM UMEHaM;

- uACHTU(UKAIIMK TTPOrPaMM, TOMOB, KaTaJIOrOB, (DaiijIoB, 3aIUCeH, MOJIcH 3amuceli 0 UMCHAM;

- peructpanuu Bxoja (BbIX0/1a) CyOBEKTOB JJOCTYIa B CUCTEMY (U3 CHCTEMBI), TUOO perucTparms
3arpy3KH U MHULHAAJIU3AIHH OTIEPAI[HOHHON CUCTEMBI U €€ OCTaHOBA.

- PErHCTpalyy TOMBITOK JOCTYIa NPOrPaMMHBIX CPEICTB (IpOrpaMM, IPOIECCOB, 3a1ad, 3aja-
HUIT) K 3aI0UIIaeMbIM (aiinam;

- PEerUCTpaIiy TOIBITOK JIOCTYIa MPOTPAMMHBIX CPEACTB K TePMHUHAJIAM, KaHAJIaM CBSI3H, - TIPO-
rpaMMam, ToMam, Katajoram, ¢aiiam, 3arucsm, oJIsM 3arucen.

[loxcucrema ympaBiaeHHs] JOCTYIIOM MOKET OBbITh pealu30BaHa C MOMOIIbI IITATHBIX
cpenctB obpabotku [1/]x (onepamnonusix cuctem, npunoxeHuit 1 CYBJ]). Tak sxe MoxeT ObITH
BHEJIPEHO CHEIUAIbHOE TEXHUUYECKOE CpPEACTBO WM HUX KOMIUIEKC, OCYLIECTBISIONINE
JIOTIOJTHUTEIIbHBIE MEphl M0 ayTeHTHU(HUKAIMU U KOHTpoito. Hampumep, mpuMeHEHHE €IHHbBIX
XpaHWIMIL  y4YeTHBIX 3amucel  monb3oBaTenell M perucTpalMoOHHOM  MHGpOpManuu,
UCIIOJIb30BaHUE OMOMETPUUYECKHX M TEXHHUYECKUX (C MOMOIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEp
ayTeHTU(UKALUK U APYTUX.

42 IToacucrema o0ecneyeHust HEJOCTHOCTU U JOCTYITHOCTH

[Toncucrema obecrieueHus EIOCTHOCTH U JIOCTYITHOCTH IpeJHa3HaueHa i oOecredeHus
nenoctHocty U nocrynHoctu [1/1H, mporpammubix u anmapatHbix cpeacts UCITn Yupexne-
HUSI, @ TaK XK€ CPEJICTB 3aIUTHI, PH CAYYalHOM WIM HAMEPEHHON MOAU(DUKALIUY.
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[Toncucrema peamusyeTcss ¢ INOMOINBIO  OPTaHU3ALMKM  PE3EPBHOTO  KOIMPOBAHUSA
o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epBUPOBaHUEM KitoueBbIX 31eMeHToB UCIT/IH.

4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[loncucTtemMa aHTUBHPYCHOM 3aIllMTHl TNpeAHAa3HAueHa sl oOecreueHuss aHTHUBUPYCHOMU
3amuThl cepBepoB u APM nonbs3oBateneit UCIIx YupexaeHusi.

CpencTBa aHTUBUPYCHOM 3alIUTHI MPEAHA3HAYEHBI JIJIS1 Peasi3allui CIeAYIOMUX (yHKITAN:
- PE3UICHTHBINA AHTHBUPYCHBIN MOHUTOPHHT;
- aHTUBUPYCHOE CKAaHUPOBAHHUE;
- CKpHIT-0JIOKHPOBAHUE;

- ICHTPAIM30BAaHHYIO/YAAIEHHYI0 YCTAaHOBKY/JEMHCTAUIALIMIO AaHTUBUPYCHOTO TIPOAYKTA,
HACTPOMKY, a/IMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB M CTATUCTHYECKOW MH(POPMAIHH 110 paboTe
MIPOAYKTA;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OrpaHMYEHHE IPaB M0JIb30BATENSI HA OCTAHOBKY MCIOJIHAEMBIX 337a4 U U3MEHEHUs - HACTPOEK
AHTHBUPYCHOTO IIPOrPaAaMMHOTO 00eCTICUeHUS;

- aBTOMAaTHYECKHH 3aIyCK Cpa3y I0CIIe 3arpy3KH ONEPAIlMOHHON CUCTEMBI.

[Toncucrema peanusyercst yTeM BHEIPEHUS CIICUAIBHOTO aHTUBHUPYCHOTO MPOTPAMMHOTO
obecnieuenust Ha Bce aneMenTsl UCII/IH.

44 IMogcucrema MesKCeTEBOI0 IKPaAaHUPOBAHUA

[Toncucrema MeXCETEBOrO SKPAHMPOBAHMS IIPEIHA3HAYEHa JUId PEalM3alUU CIEAYIOIIUX
(GyHKLHMI:

- punbTpanuu OTKpBITOrO W 3ammdpoBaHHoOro (3akpeiroro) IP-rpaduka mo cnemyromum mnapa-
MeTpam;

- (ukcanmy BO BHYTPEHHMX JKypHAJIaX MHPOPMAIUH O MPOXOISIIEM OTKPBITOM H 3aKpbITOM [P-
Tpaduke;

- I/I,Z[CHTI/I(l)I/IKaLII/II/I nu aYTG}HTI/I(bI/IKaLII/IIO AIMHUHHUCTpPATOPAa MCKCETCBOI'O 5KpaHa IPU €ro - JOKaJlb-
HBIX 3alpocax Ha JOCTYII;

- perucrpanuu BXxoaa (BLIXO,[[a) AIMUHUCTPATOpPA MEKCETEBOI'O 3KpaHa B CUCTEMY (I/I3 CI/ICTGMLI)
6o 3arpys3Ky 1 UHULUAJIN3alluu CUCTCMBI U €€ IPOTrPaMMHOI'0 OCTAHOBA,

- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHOM U MH)OPMALIMOHHON YacCTH;

- (UIBTpAIM TAKETOB CITY’)KEOHBIX MPOTOKOJIOB, CITYXKAIUX JJIsl AMATHOCTUKU WM YIPAaBICHUS
paboTOM CeTeBBIX YCTPOUCTB;

- (GUIBTpAIMH C YIETOM BXOJHOTO M BBIXOJHOTO CETEBOTo MHTep(delica Kak cpelcTBO MPOBEPKU
ITOJJIMHHOCTH CETEBBIX AJIPECOB;

- pEruCTpanuy 1 y4deTa 3alpaliiBa€MbIX CEPBUCOB IPUKIIAIHOI'O YPOBHA;

- OJIOKMPOBaHMS TOCTyIa HEHICHTH(MHUIIMPOBAHHOTO 00BbEKTA WK CYOBEKTa, MOATUHHOCTh KOTO-
pOTo pH ayTCHTH(PUKAINN HE TIOJITBEPANIACH, METOIaMHU, YCTONIMBBIMHE K TIEPEXBaTy;

- KOHTPOJIS 33 CETEBOW aKTUBHOCTHIO MPIIOKEHUIN 1 00HAPYKEHHUS CETEBBIX aTak.
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[Toncucrema peanusyercs BHEAPEHUEM IPOrPaMMHO-AIAPATHBIX KOMIUIEKCOB MEKCETEBOTO
sKpaHupoBaHus Ha rpanule JICB, ki1accom He Huxke 4.

45 IMoacucTema aHa/IM3a 3aIMIIIEHHOCTH

[Toncucrema aHanmu3a 3alUILEHHOCTH, JOJDKHA OOECIIeYMBATh BBISBICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B kKoH(purypauuu [1O UCIIAH, koTOphIe MOTYT OBITH MCIIOJIB30BaHbI
HapyIIUTEIIEM JUIsSl pealu3alii aTaku Ha CUCTEMY.

OYHKIMOHAT TMOJICUCTEMBl MOXET OBITh peau30BaH MPOrPAMMHBIMH M TMPOTPAMMHO-
anmnapaTHbIMU CPEACTBAMH.

4.6 Moxcucrema 00HApYy:KeHNs BTOPKeHUH

[Moxcucrema oOHapy)EHUST BTOPKEHUH, TOJDKHA 00ECTICYNBATh BBISBIICHUE CETEBBIX aTaK Ha
anemenTbl CII/IH, moAKIIIOUEHHBIE K CETSAM OOIIEro MOJb30BaHUSA M (MJIH) MEKIYHAPOIHOIO
oOmeHa.

CDYHKIII/IOHB.JI HOACHUCTEMBI MOXET OBITH p€ain3oBaH IPOrpaMMHBIMA H IMIPOTrpaMMHO-
alrapaTHbIMU CPCACTBAMU.

4.7 Moacuerema KpUNTOrpaduyuecKoii 3aMHTHI

[Toacucrema KpunTorpaguyeckoil 3ammThl NpeaHasHavyeHa it uckmodeHus HCJI[ k
samuniaemoi nadopmanuu B UCIT{a Yupexaenus, npu ee rnepenadu Mo KaHaiaM CBSI3U ceTel
0011ero moab30BaHus U (WIH) MEXIYHAPOIHOTO OOMEHA.

IToacucrema pean3yeTCd BHCAPCHHUCM KpI/IHTOI‘pa(bI/I‘leCKI/IX IIpOrpaMMHO-aIIIapaTHbIX
KOMIIJICKCOB.
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5 IoasbsoBarenn UCHan

B MUCIIJu VYupexaeHus MOXKHO BBIICIUTh CJIEAYIOIIME TPYHIbl M0JIb30BATEIICH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu [1/[n:

- Amvuanctpatopa UCIT/1H;

- AnvuancTpaTopa 6e3onacaocta UCII/IH;

- Onepatopa APM;

- AIMUHHCTpaTOpa CETH;

- TexHUYeCcKOTO CHEeINaIiucTa Mo 00CITyKUBAHHIO TepUQepuitHOTO0 000pyI0OBaHUS;
- [Iporpammuct-pazpadorank UCIT/IH.

JlaHHble O rpymnmax MOJb30BATENAX, YPOBHE MX JOCTyNa U MH(GOPMHPOBAHHOCTU JOJDKEH
ObITh OTpakeH B [1os10keHNH 0 pa3rpaHUYeHUH IIpaB I0CTYIA K IEPCOHAIBHBIM JaHHbBIM.

5.1 Aamunucrparop UCIIn

Anmunuctpatop HWCII/[IH, coTpyaHuK VYdpexaeHus, OTBETCTBEHHBIH 3a HACTPOMKY,
BHespenue U conpoBoxaeHue MCIIIH, obGecrieunBaeT (QyHKIMOHUPOBAHHE IOJCHCTEMBI
ynpasineHuss jgocrynom MWCIIJlH ¥  yHOJHOMOYEH OCYIIECTBISATh MPEAOCTaBICHHE U
pasrpaHMyYeHHe JOCTyIa KOHeUHoro nonb3oBatens (Oneparopa APM) k anemMeHTaM, XpaHaLM
IIEPCOHAIIBHBIE JTAHHBIE.

Anmvunuctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIA U 3HAHUM:

- obmamaer mosHOW WH(MOpPMAIMEl O CHCTEMHOM U TPUKIIAJHOM MPOTPAMMHOM OOECTICUCHUH
UCIIH;

- o0namaet noxHON MH(pOpPManKel 0 TeXHUIeCKuX cpeacTBax u koHpurypauuu UCIJH;
MMeEET JI0CTYI KO BCEM TEXHHYECKUM cpelcTBaM 00paboTku nHpopmarmu u nauaeiM UCIT/IH;

- o0Oyajgaer mpaBaMu KOH(DUIYPUPOBaHHS M aJIMUHUCTPATHMBHONH HACTPOMKH TEXHHUUECKHUX
cpeacts UCIIH.

5.2 Aamunucrparop 6e3onacioctu UCIIIun

Anmunuctpatop 6e3omacHoctu MCIIAH, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonuposanue C3I1/IH, Bkmouas oOCIy)XHBaHHE M HACTPONKY aIMHUHHCTPATHBHOM,
CEpPBEPHOM U KJIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6e3omnacHoctu UCIT/IH obnamaer cieayromuM ypoBHEM IOCTYIIA U 3HAHUI:
- o6nanaetr npaBamu Anmunuctpatopa UCI/Ix;
- obnamaet noxHo# nHpOpManueit 06 MCII/H;

- UMEeT JOCTYI K CPEICTBaM 3allUThl HHPOPMAIMH ¥ MTPOTOKOIUPOBAHUS U K YACTH KIFOYESBBIX
anementoB MCII/IH;

- HE MMeEET IpaB JIOCTyINa K KOHQUTYPUPOBAHHUIO TEXHUYECKUX CPEICTB CETH 3a MCKIIIOUECHUEM
KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHomoueH:
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- peaNu30BEIBaTh MOJUTHUKY Oe3omacHOCTH B yacTh HacTporiku CK3M, MeXCeTeBBIX SKPAaHOB H
CUCTEM OOHapyKEHUS aTak, B COOTBETCTBUU C KOTOPBIMU MoJb30BaTeNb (Onepatop APM) momy-
gaeT BO3MOXKHOCTE paboTath ¢ anementamu UCII/IH;

- OCYILICCTBJIATH ayAUT CPCACTB 3alIUThI;

- YCTaHABIMBATH JIOBEPUTEIbHBIC OTHOIICHUS CBOCH 3aIlUILEHHOMN ceTu ¢ ceTsamu apyrux Opra-
HU3AIUN.

5.3 Onepatop APM

Omneparop APM, corpyaHuk YupexIeHus, ocymecTBistonumi oopadorky [1/Jn. O6padboTka
[IIn BrIrO4aeT: BO3MOXKHOCTH mnpocMotrpa II/In, pyunoit BBom II/IlH B cucremy WCII/H,
¢dopmMHpoBaHUE CIIPaBOK M OTYETOB 1O MH(popmaruu, noiaydennoi uz UCIIn. Oneparop nHe
MMeeT MTOJTHOMOYHH /IS yIpaBJICHHs moJicucTeMaMu 00padoTku nanubix 1 C3I1]1H.

Omnepatop UCIT/IH o6namaer ciaeayromuM YPOBHEM JOCTYIA U 3HAHUNA:

- obnamaeT BceMH HEOOXOOUMBIMH aTpUOyTaMu (HampuMmep, MaposieM), 00ecTIieUnBaIOIINMU JI0-
CTyN K HEKOTOPOMY NMOAMHOXeCTBY I1/IH;

- pacnoJsaract KOH(I)I/IILGHHI/I&HLHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Aamunucrparop cern

AJIMUHHCTPATOP CETH, COTPYIHHUK YUPEKACHHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHHPOBAHUE
TeJIEKOMMYHUKAIMOHHON nojcucteMsl MCIIJIH. AnMuHHCTpaTop ceTH HE MMEET MOJTHOMOYUIMA
JUISL yIIpaBIICHHsI TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€301acHOCTH.

AJMUHUCTPATOp CETH 00J1aAAET CIEAYIOIIUM YPOBHEM JOCTYIIAa U 3HAHUM!

- o0yajaet 9acThio WHGOPMAIMH O CHCTEMHOM U MPUKIATHOM IIporpaMMHOM obecriedernu MC-
I m;

- o0namaeT 9acThi0 MHPOPMAIIHK O TEXHUYECKUX cpeacTBax U koHpurypammu UCIH;

uMeeT (GU3MYECKHH IOCTYN K TEXHHYECKHUM CpeAcTBaM 00paboTKM MHGOPMAaLUH U CPEACTBaM
3aLIUTHI;

- 3HACT, 110 MCHBIIICH MEpEC, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.5 Texumueckuii cenuaIncT MO 0GC/TY:KHBAHUIO ePHPEPHITHOTO 060PYA0BAHHS

TexHUYEeCKUH CHEeNUaIuCcT Mo OOCTYy)XHBAaHUIO, COTPYIHUK YUPEKIEHUs, OCYIIECTBISACT
oOcimyxuBaHHE M HAcTpoiiky mnepudepuitnoro o6opynosanusa HWCII[H. Texunueckuii
CIIEIUATIUCT M0 OOCTy)XMBaHUIO He uMeeT jaoctyna kK [I/lH, He WMeeT MOTHOMOUWN st
yIpaBJIEHUS MOACUCTEMAaMU 00paOOTKU JAHHBIX M O€30MaCHOCTH.

TexHUYEeCKUH CrenraIiucT Mo 0OCTy)KUBAaHUIO 00JalaeT CIEAYIONMM YPOBHEM JOCTyMa U
3HAHWH:

- 00naaeT yacTbio HHGOPMAIIMU O CHCTEMHOM W MIPUKIIATHOM TporpaMMHOM obecrieueHnn MC-
I 1n;

- o0JIajiaeT 4acThio MHPOPMAIMH O TEXHHUYECKHX cpeficTBax u kKoHduryparun UCT/IH;

3HacCT, 110 MCHBIIICH MEpPEC, OAHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Mporpammucr-pazpadorunk UCI I

IIporpaMMHCTBI-pa3pabOTYMKK (IIOCTABIIMKH) MIPHUKIIAIHOIO MPOrpaMMHOI0 oOecrieueHus, odecre-
YHBAOIIME €0 COMPOBOXKJICHUE HA 3aluIiiaeMoM o0bekTe. K JaHHOW TpyIe MOTYT OTHOCHTHCS Kak
COTPYTHUKHU YUPEKICHHS, TAK ¥ COTPYIHUKUA CTOPOHHUX OPTaHU3AIINH.

DuU3HYECKOE JIUIIO0 ITOW KaTEropuH:
- oOmamaeT nHGOpMaNKeH 06 anropuTMax 1 mporpamMmax 0opadotku wadGopmarmu Ha MCIIH;

- o0jasaeT BO3MOXKHOCTSIMH BHECCHMS OINMOOK, HEACKIAPUPOBAHHBIX BO3MOXHOCTEH, MpO-
TPaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX IporpamMM B nporpammuoe odecriedenue MCII/Ix Ha cragmm
ee pa3paboTKu, BHEAPEHUS M CONIPOBOKIACHHUS;

- MOXET pacrojiarate Jito0biMu (hparmMenTamu uHGOpManuu o tornosorun UCII/IH u TexHuye-
CKHX cpencTBax 00paboTku u 3amuthl [1J1H, oOpabateiBaemerx B MCIIT/H.
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6 TpeGoBanus k nepcoHanay no odecnedeHnio 3amutbl [

Bce corpyanuku Yupexnaenus, sipiagrouiyecs: noib3oBarensmu MCIIIH, T0mKHBI 4eTKo
3HaTh W CTPOTO BBINNOJHATH YCTAHOBJICHHBIC TMpaBWia M OOA3aHHOCTH IO JOCTYNYy K
3aIIUIIAEMbIM 00BEKTaM M COOJTFOJICHUIO TPUHATOTO peskuma 6e3omacHoct [1/1H.

[Ipy BCTyIUIGHMM B JOJDKHOCTH HOBOTO COTPYJAHHMKA HEMOCPEACTBEHHBIN HavabHUK
nojpa3/iefiecHus, B KOTOPOE OH IIOCTYIaeT, O0s3aH OpPraHu30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKIMEH ¥ HEOOXOAMMBIMU  JIOKYMEHTaMH, PETrJIaMEHTHUPYIOITUMHU
TpeboBanusi mo 3ammre IIJ[H, a Takke oOydyeHHWE HABBIKAM BBITIOJHEHUS MPOIEIYP,
HEOOXOAMMBIX IS CAHKITMOHUPOBAHHOTO Hcmob3oBanus UCIIJIH.

CoTpyIHUK TOJDKEH OBbITh O3HAKOMIICH CO CBEICHHUSMHU HAcCTOsIei [T0JMTHUKH, TPUHSTHIX
npoueayp padotsr ¢ anementamu UCIIAu u C3I11H.

CoTpyaHUKH YUpeXIIeHUs, HCIOJB3YIOUME TEXHUYECKUE CpPEJCTBA ayTeHTU(UKAIINU,
JOJDKHBI  00ECTIeYMBaTh COXPAHHOCTh HACHTHU(PHKATOPOB (RJIEKTPOHHBIX KJIIOYEH) W HE
nonyckate HCJ[ k HuUM, a Tak k€ BO3MOXXHOCTb HMX YT€pU HWJIM HCIOJIb30BAaHUSA TPETHUMU
munamu.  [lonp3oBarenu  HeECyT  MEpPCOHAIBHYIO  OTBETCTBEHHOCTh 3a  COXPAaHHOCTh
UACHTU()HUKATOPOB.

CotpynHuky YupexxJeHHs JODKHBI CII€0BaTh YCTAHOBJIEHHBIM MpOLEAypaM HOAEepPKaHUsS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpe M MCHOIB30BAHUM MApPOJIEH (€CTM HE HMCIOIB3YIOTCS
TEXHUYECKHUE CPEACTBA ayTeHTU(UKALIUN).

CoTpynHukH YupexIeHHs AO0JDKHBI OOecledrBaTh HaJICKAIIYI0 3allUTy 00OpYZOBaHUS,
oCTaBIsIeMOro 0e3 MpPUCMOTpPa, OCOOEHHO B TEX CIydasxX, KOrjJa B MOMEINEHHE UMEIOT JOCTYI
IIOCTOPOHHHUE JMIa. Bce mosip3oBaTeny AOIDKHBEI 3HaTh TpeOoBaHus nmo Oe3omacHoctu [1/IH u
IpOLEAYpHI 3alIUThI 000pYA0BaHNUs, OCTABICHHOIO 0€3 MPUCMOTpPA, a TAK)KE CBOU O0S3aHHOCTH
10 00ECIEYCHUIO TaKOH 3aIUTHI.

CoTpynHHKaM 3ampelniaeTcsi yCTaHAaBIMBaTh MOCTOPOHHEE NPOTpaMMHOE oOecIieueHue,
MOJIKIIIOYATh JTUYHBIE MOOHMIIbHBIE YCTPOMCTBA M HOCUTENH MH(GOPMAIIUH, a TaK )K€ 3alUChIBATh
Ha HUX 3alIUIIaeMyI0 HHPOPMAIIHIO.

CoTpyaHuKaM 3ampelaercs pasriialaTh 3allUIlaeMyl0 MHQOpMaIuio, KoTopas craja UM
U3BeCTHA IpH paboTe ¢ NHHOPMALIMOHHBIMU CUCTEMaMHU Y UPEXKACHUSI, TPETHUM JIUIIaM.

[Ipu pabore c I1JIn B UCII[IH coTpynHuKN YupekaeHusl 00s3aHbl 00ECIeUnTh OTCYTCTBHE
BO3MOKHOCTH npocMmoTpa IT/IH TpeTbumu nmunamu ¢ MOHUTOpoB APM nnm TepMuHaios.

ITpu 3aBepiienuu padotsl ¢ UCIIJIH coTpyaHuku o0s3aHbl 3aMTUTE APM M TepMuHabl
C TOMOIIBIO OJOKMPOBKM KJIIOYOM MJIM 3KBUBAJIEHTHOIO CpEACTBA KOHTPOJS, HaIlpUMep,
JIOCTYIIOM IO MapOJIt0, €CIIU HE UCTIONB3YIOTCS 00Jiee CHIIbHBIE CPEACTBA 3aIUTHI.

CoTpynHUKN YUpeKACHUs JOJKHBI ObITh MPOMH(OPMUPOBaHBI 00 Yrpo3ax HapylleHUs
pexuma Oe3omacHocTH IIJIH M oTBeTCTBEHHOCTM 3a ero HapyueHue. OHU JOJKHBI OBITH
O3HAKOMJIEHBI C YTBEPXKACHHOW (QOpMaIbHON NpOLEeaypOl HAIOXKEHUS AUCUUIUIMHAPHBIX
B3bICKAaHUU HA COTPYAHUKOB, KOTOpble Hapyuiu [lonutruky nHbopMamoHHoH 6€3011acHOCTH U
nporenyps! 6e3onacoctu [1/1H.

CotpynHuku o00s3aHBI  0€3 MPOMEICHHs] COoo0marh 000 BCeX HAOMIOJAEMBIX WIIH
MOIO3PUTENBHBIX caydasx padotel UCII/IH, MOTyIIUX MOBIEeYs 3a cO00# yrpo3bl 0€30MacHOCTH
[1/ln, a Takke O BBISBICHHBIX HWMH COOBITHSX, 3aTparuBarommx Oe3omacHocTh [1/]H,
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PYKOBOJICTBY ITOJIpa3/ICICHUS U JIUIY, OTBEYAIOIIEMY 3a HEMEIJICHHOE pearipoOBaHue Ha YIPO3bI
oe3onacHocTH I1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH MoJb3oBaTeneid UCIIn
JomkHocTHBIE 00s13aHHOCTH TTosTb3oBaTeseit CIIJIH onrcaHbl B CIIEIYIONTUX TOKYMEHTAX:
- Unctpyxkuus agmunuctparopa UCIHdH;
- Muctpykuus agmunuctparopa 6ezomacHocta UCITH;
- Uncrpyxkmus nonp3osarens MCIIH.
OtBerctBeHHOCTH coTpyaHUKOB UCII/IH YupexneHwus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanun ot 27 uroiist 2006
r. Ne 152-03 «O nepcoHanbHbIX JaHHBIX» JIMIA, BAHOBHBIC B HAPYIICHUU TPEOOBAaHUI JaHHOTO
denepanbHOr0  3aKOHA,  HECYT  IPaXJaHCKYI,  YrOJOBHYIO,  aJAMHMHUCTPATHBHYIO,
JUCLHUIIMHAPDHYIO M HMHYIO NPEIyCMOTPEHHYIO 3akoHoaareinbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHoatenbcTBO P®  mo3BonseT mpeabsBIATH  TPeOOBAaHUSA 110
obecrieyeHnto Oe3zomacHOM paboThl ¢ 3amMiiaeMol uHQopManuel M npenycMaTpuBaeT
OTBETCTBEHHOCTb 3a HAapyILIECHHE YCTAHOBJIEHHBIX IpaBuwi 3Kciulyatauuun OBM u cucrem,
HENpaBOMEPHBIM J1ocTyn K HMH(QOPMALUHM, €CIM 3TH JAEHCTBHS NPHUBEIU K YHHYTOXXEHHUIO,
0JIOKHPOBAHUIO, MOAM(PUKALIUN UHPOPMALIMH UK HapylleHuto padoTel OBM wiu ceteil (ctaTbu
272,273 u 274 YK PO).

Anmunuctparop UCIIIn u agmunuctpaTtop 6e3omacnoctu CII/IH HecyT OTBETCTBEHHOCTD
3a BCE JCHCTBUSA, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3alHMCEHd WM CUCTEMHBIX YYETHBIX
3amucei, eclii He 10Ka3aH (PakT HeCAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUSI YUETHBIX 3aIlCeH.

[Ipn HapymeHusix coTpyaHUKamMu YupexnaeHus — mnoisb3oBatenet WCII[AH mnpaswui,
CBS3aHHBIX ¢ Oe3zomacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JEHMCTBYIOLIMM 3aKoHOAaTenbcTBOM Poccuiickoit denepanuu.

[IpuBeneHHble BbIlIE TPeOOBAaHHS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(OpManuu
JIOJDKHBI OBITH OTpaXkeHbl B [0N0KEHUSAX O MOJpa3/esieHUus X YUpexIeHHsl, OCYIIECTBISIFOINX
o0pabotky I1/1n B UCII/IH 1 1OMKHOCTHBIX MHCTPYKIUAX COTPYIAHUKOB Yupexxnenuu.

HeobOxonumo BHectu B IlonokeHust o monpasfeneHusix YUpeKIeHHs, OCYIIECTBISIOIINX
obpabotky I1/In B UCII/IH cBeneHuss 06 OTBETCTBEHHOCTH MX PYKOBOIMTEIEH U COTPYAHUKOB
3a pasrjalleHue W HECaHKUHOHUPOBAaHHYIO MoauuKanuioo (MCcKaxeHue, (aabCHUPUKALUIO)
II/TH, a Takke 3a HENPaBOMEPHOE BMEIIATEIBCTBO B IIPOLIECCHI MX aBTOMAaTU3MPOBAHHOU
00paboTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH W METOJIUYECKUMH JIOKYMEHTaMH, Ha KOTOPBIX
0aszupyercst HacTosiee [lonoxeHue sBIsIFOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalabHBIX JaHHBIX» (Hanee —
@3 «O nepcoHanbHBIX JAHHBIX)»), YCTAaHABIMBAIOIUI OCHOBHBIC IMPUHLMIBI U YCIOBHs 0Opa-
6otku I1/{H, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTh YUYAaCTHUKOB OTHOILIECHH, CBS3aHHBIX C 00-
pabotkoii [1/1H.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @enepannu ot 1Hos16pst 2012 . Ne 1119 «O6
YTBEP)KJICHUM TPEOOBAaHUN K 3alUTE MEPCOHAIBHBIX AAHHBIX MPU UX 00paboTKe B MH(pOpMAIIU-
OHHBIX CHCTEMAaX MEePCOHAIBHBIX TaHHBIX).
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Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpusATHi 1o ooecnieuennu o6e3omacHoctu MCIT]] K3 K2 K1

| B noacucreme ynpapieHus 10CTYIIOM:
PeanuzoBaTh HIeHTU(UKALIUIO U TPOBEPKY MOMTMHHOCTH CYOBEKTOB OCTYIIA TIPH

1 BX0jie B onepanuoHHyto cuctemy MCII/IH no napoito ycioBHO-IIOCTOSSHHOTO Jei- + + +
CTBUSI, ITTAHOW HE MEHEE IIEeCTH OYKBEHHO-IIU(DPOBBIX CHMBOJIOB;
Peanu3oBaTh nIeHTU(DUKALINIO TEPMUHAIIOB, TEXHHYECKHUX CpeACcTB 00padoTku [1/1H,

2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 PeanuzoBaTh uIeHTU(UKALIUIO POTPAMM, TOMOB, KaTaloros, (haiios, 3amucei, mo- i + +
JIeH 3anmcei o UMeHau;

4 Peanu3oBaTh KOHTPOJB I0CTYIA CYOBEKTOB K 3aIIUIIAEMBIM PECYPCaM B COOTBET- + +
CTBHH C MaTpULEH JOCTYyNa;
npu Haymunu noakroueHust UCIIIH k ceTsiM 00111ero moib30BaHusl TOJKHO TTPUMe- He nmxe 5-ro He nmxe 4-ro He ke 3-ro

5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHSI 3aIlU- YPOBHSI 3a11H- YPOBHSI 3alllH-

IIE€HHOCTHU IIEHHOCTHU HIEHHOCTHU

Jns obecnieuenust 0ezonacHoro MexcereBoro B3aumoserctaus B UCII/Ix nns pas- He amxe 5-ro | He mmxe 4-ro | He Hmxe 3-ro

6 HBIX KJIACCOB HEOOXOUMO HUCIOIB30BaTh MO YpOBHS YPOBHSI YPOBHS

3alMIIEHHOCTH | 3alUILEHHOCTH | 3aIllUIIEHHOCTH

CpeacTBo 3aluThl OT MPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
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PeanuzoBath naeHTH(UKALMIO U ayTeHTU()UKALNIO CYOBEKTOB JIOCTYyIIA IIPU BXOE B
CPEICTBO 3allUThl OT IPOrpaMMHO MaTemMaTuueckux Bo3aencteuii (1IMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONepaluii M0 yIpaBiIeHUI0 QYHKIUSIMU CPEACTBA 3alllH-
To1 0T [IMB 1o maposro (MM ¢ UCIoIb30BaHUEM MHOTO MEXaHU3Ma ayTeHTU(HUKA-
IIUH) YCIOBHO-IIOCTOSIHHOT'O J€HCTBUS AJTMHON HE MEHee I1eCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB IOCTYIIA IO YIIPABICHUIO
GyHKIUSAMU cpecTBa 3amuThl oT [IMB TobKO 1MOCIIe TPOBECHHS €ro YCICITHON
ayTeHTU(UKAIIHH;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMpPOBaHMS IOCTyIa K cpeAcTBam 3aiuthl oT [IMB
IIPY BBINIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJIA MAPOJIS;

Heo0xoaumo npoBoauTh uaeHTUGUKaUo (HaiaoB, KaTajJoros, IPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIOJIb3YEMBIX CPEACTB 3auThl oT [IMB;

B noacucreme perucTpan U yuera:

OcCymiecTBIATh PErUCTPAIMIO BX0a (BBIX0/1a) CyOBhEKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), TINOO PEruCTPALIUIO 3arPy3KH U HHUIMATIU3ALUN ONIEPAllMOHHON CHCTEMBI
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIXo/1a U3 CUCTEMBI MJTH OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkitouenuss UCII/IH. B mapamerpax peru-
CTpallii yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CHCTEMY
(M3 crCcTeMBI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBIL;

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTeNelH HHPOPMAIIUN ¢ TOMOIIBIO MX JIF000MH
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YUYETHYIO KapTOUKY);
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[TpoBOAUTH perucTpanmio BXoAa/BbIX01a CYObEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpanmio 3arpy3kd 1 HHULHAJINU3ALUHU 3TOr0 CPEACTBA U €€ IPOIPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0/1a
CyOBeKTa IOCTYIa B CPEICTBO 3amuThl OT [IMB mimu 3arpy3ku/ocTaHoBa 3TOTO Cpeji-
CTBA, a TaKXKe UAeHTU(UKATOP CYyOBEKTa AOCTYIA, MHUIMUPOBABIIETO IaHHbIE JIEH-
CTBUS;

[TpoBoauTH peructpaimio coObITUii MpoBepKku 1 oOHapyxenus [IMB. B mapamerpax
perucTpanmy yka3blBaloTCs BpeMs M JaTa NpoBepkH win oOHapysxkenus [IMB, unen-
TUPUKATOP CyOBEKTa JOCTYIA, MHUIIMMPOBABIIETO JaHHbIE JCHCTBUS, XapaKTep BbI-
HOJHAEMbIX AEUCTBUI 110 IPOBEPKE, THII OOHAPYKEHHON BPEJOHOCHOM ITPOrpaMMbl
(BII), pesynpTaT neiicTBUi CpeacTBa 3alIUTHI 110 OJokupoBanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeaCcTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapameTpax perucrpanuu yKa3plBaroTCs BpeMs U AaTta 0OHOB-
JICHUS, HISHTH(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABILIETO JAHHOE JICHCTBUC
BEpCHsl U KOHTPOJIbHAs cCyMMa MaKeTa OOHOBIICHHUS;

[TpoBOaUTH perucTpanuio coObITHI 3aycKa/3aBepIeHust paboThl MOAYJIEH cpecTBa
3amuTsl oT [IMB. B mapamerpax perucrpanuy yKa3plBarOTCsS BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHust paboTbl, HACHTU(UKATOP MOAYJIS, HIEHTH(PUKATOpP CyOBEKTa 10CTY-
1a, MHUIIMAPOBABIIETO JaHHOE JICHCTBUE, PE3yJIbTAT 3aIlyCKa/3aBepIieHus paboThl;

JIOJIKHA TMTPOBOJUTHCS perucTpalus COObITUI yIIpaBieHHs CyObEeKTOM JI0CTyIa
bynkuusamMu cpenctsa 3amuTsl oT IIMB. B napamerpax perucrpannu yka3blBaroTCs
BpEMsI U JlaTa COOBITHUS YIIpaBJIeHUs KaK0H (pyHKIMEH, UIEHTU(PUKATOP U CIIELIU-
bukanys GyHKIMH, HIEHTHPUKATOP CyObEKTa J0CTYMa, MHULIIMUPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

[TpoBOAUTH perucTpanuio COOBITUHN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsM cpeacTsa 3amuTsl oT [IMB nnu cnienmanbHbeIM oBymikaM. B mapamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCS BPEMs U JaTa MOMbBITKU AOCTYIA, HASHTU()UKATOP MOAYIIS,
UICHTUPHUKATOP U crienupUKaIus MOays cpeacTBa 3amutel oT [IMB (cnenuanbHOR

+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
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JIOBYIIKH), PE3yJIbTAT MOMBITKU 1OCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OoTKaTa aJisi cpeacTBa 3anmuThl oT [IMB. B mapa-
METpax PEerucTpaniy YKa3blBalOTCS BpEMs U J1aTa COOBITUS OTKATAa, CIICIU(UKALIHS
neicTBU OTKaTa, UIeHTU(PUKATOp CyOBEKTa H0CTYIa, HHUIIMUPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

Oo6ecreunTh 3alIUTY AAHHBIX PErUCTpalvi OT UX YHUYTOXKCHHUA UIN MOI[I/I(l)I/IKaLII/II/I
HApYLIUTCIICEM;

11

PeanmuzoBaTh MexaHU3MEI COXpPaHCHUA JaHHBIX PETUCTPALUHA B CIydacC COKpalliCHUA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

PeanuzoBath MexaHH3MBbI IPOCMOTPA U aHANIU3A JAHHBIX PETUCTPAIMU U UX (PUITh-
TpaLMH 0 33JaHHOMY HabOpy apaMeTpoB;

13

[TpoBoAMTH aBTOMATHUECKUI HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUNHON peanuzanuu [IMB (co3nanue, penakTupoBaHue, 3aIIUCh, KOMITH-
Js1Usl 00BEKTOB, KOTOPbIE MOTYT coaepxaTh BII).

14

PeanmsoBaTh MexaHn3M aBTOMAaTHYECKOI'O aHaJIu3a JaHHBIX PEruCTpanmu mo mraoJio-
HaM TUTIOBBIX TiposiBiieHuit [IMB ¢ aBToMaTH4eckuM UX OJOKHMPOBAHUEM U YBEIIOM-
JICHUEeM aIMHHHCTpaTOpa 0e30MacHOCTH;

15

[TpoBOAMTH HECKOIBKO BUJIOB yueTa (AyOIMPYIOIINX) C pErUCTpaluel Bbliauu (Ipu-
ema) HocuTesnel nHpopmanuu;

16

Ocy1ecTBIATh pErUCTpalfIo BXoAa (BbIX0/1a) CYOBEKTOB JIOCTyIA B CUCTEMY (U3 CH-
CTEMBI), THOO perucTpanus 3arpy3ki 1 THULUAIU3ALUU ONEPAIUOHHON CHCTEMBI.
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17

OcCy1ecTBIATh PETUCTPALIMIO BbIJAUM MTeYaTHBIX (Tpaduiyecknx) JOKYMEHTOB Ha
«TBEpAYI0» KONHUI0. B mapaMerpax perucTpaiuu yKa3plBarOTCs (JaTa U BpeMsl BbIJla-
4yl (0OpalieHus K MoAcucTeMe BbIBOA), Crielu(UKalMs yCTPOMCTBA BbIAAYN — JIOTHU-
YecKoe UMs (HOMep) BHEIIIHET0 YCTPOMUCTBA, KPAaTKOE CojiepkaHne (HaMMEHOBAHHE,
BUJI, (P, KOJI) ¥ YPOBEHb KOH(DHICHIIMAIBHOCTH JOKYMEHTA, UICHTH()HUKATOD
CcyObeKTa J10CTyIa, 3alPOCUBILETO TOKYMEHT;

18

OcCylIeCTBIISITh PETUCTPAIIUIO 3aTyCKa (3aBEPIICHUS) IPOrpPaMM U MPOIECCOB (3a1a-
HUH, 3a]1a4), IpeJHa3HAYCHHBIX 11 00paOOTKH 3amuiiaeMbix Qaiios. B mapamer-
pax perucTpaluy yKa3blBarOTCA AaTa U BpeMs 3amycka, uMs (MACHTU(PUKATOP) TIPo-
rpammsbl (TIporecca, 3a1anus), UACHTUPUKATOP CyOBEKTa JOCTYIIA, 3alPOCUBIIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHellIHbIi, HeyCIeIHbIA — He-
CaHKI[MOHUPOBAHHBIH ),

19

OCyIIeCTBIATh PETUCTPALIHIO MOMBITOK JOCTYIa MPOrPAMMHBIX CPEJICTB (TIporpamm,
MIPOIIECCOB, 3a/1a4, 3aJJaHUii) K 3alIuinaeMbIM (aiiaM. B mapamerpax perucrpamnuu
YKa3bIBAIOTCS JaTa U BpeMs MOIBITKU JI0CTYIA K 3aiuinaeMomy ¢ailny ¢ ykazaHuem
ee pe3yJbrara (ycreliHas, HeyCIenHas — HeCAaHKIIMOHUPOBaHHAs ), MACHTU(PUKATOP
cyOBeKTa I0CTyIa, cienu(uKanus 3anummuaemMoro Qaiina;

20

OcCy1EeCTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPEACTB K CIIEAYIO-
UM JOTIOJTHUTEIbHBIM 3alUIIAEMbIM 00bEKTaM JJOCTyNA: TePMUHAIAM, KOMIIbIOTE-
pam, y3nam cetu MCII/IH, muHuaM (kaHajmam) CBSI3U, BHELITHUM YCTPOHCTBaM KOM-
MBIOTEPOB, IIpOrpaMMaM, ToMaMm, KaTajoram, ¢aiaam, 3armucsam, rmojsm 3anuceit. B
napaMeTpax perucTpalyy yKa3bIBalOTCS JaTa U BPeMs MONBITKY JOCTYNA K 3alHILa-
eMoMYy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCHellHas, HeyCIeIHas — HECaHKIUO-
HUPOBaHHas1), UACHTU(DUKATOP CyOBEKTa JOCTYMA, ClIeUPHUKAIMS 3aIUIAeMOT0
00BeKTa — JJOTUYECKOE UMS (HOMED);

21

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(DOPMAITUU C TIOMOIIBI0 UX Map-
KUPOBKH U C 3aHECEHHUEM yUETHBIX JIaHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);
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22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBaHNE) OCBOOOXKIaeMBIX 00IacTeit
OTIEPATUBHOM MaMsATH KOMITBIOTEPOB M BHEIIHUX HaKomuTese. OYncTKa OCyIIecTB-
JSIETCSL OJTHOKPATHOM MPOU3BOJIBHOM 3aIUCHI0 B OCBOOOXKIAEMYO 001aCTh aMSITH,
paHee HUCIOJIb30BAHHYIO JIsI XpaHEHUS 3alUIaeMbIX TaHHBIX ((aitioB, nHPpopMa-
HH);

B IIOACHUCTEME obecrneueHus OEJIOCTHOCTH.:

O06ecnevnTh IENOCTHOCTh TPOrPaMMHBIX CpeacTB 3anuThl B coctaBe C3I1/IH, a Tak-
’K€ HEM3MEHHOCTh MPOTPaMMHOM cpebl. [Ipu 3TOM 11e0CTHOCT CPEICTB 3aIUThI
MPOBEPSIETCS PU 3arpy3Ke CUCTEMBI 10 HATHUUIO UMEH (MIeHTU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1enocTHOCTh MPOrpaMMHON Cpe/ibl 00ecIIeUrBaeTCs OTCYTCTBUEM B
HCTIx cpencts pa3paboTKH U OTIAAKU IPOTpamMMm;

OcymectBusath pusundeckyro oxpany UCII/IH (ycTpoicTB 1 HocuTenel napopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenus MCII/Ix noctoponHux
T, HAJIMYKE HAJEKHBIX IPEMSATCTBUN ISl HECAHKLIMOHUPOBAHHOTO IPOHUKHOBE-
aus B nomenieHus MCII/IH n xpanwuiie HocuTeleid nHpopMaIuy;

[TpoBoauTh nepuoguueckoe tectupoBanue Gpynkunii C3I1IH npu usmMeHeHuu mnpo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ noMonipro TeCT-MporpaMM, UMUTHPYIOIIUX
noneiTku HCJI;

JIOJIKHBI OBITH B HAIMUMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEeJICHUE JIBYX KOMUN MPOTrPaMMHBIX CPEJICTB 3aIUThl HHPOPMALIUH, UX MTEPUOANYE-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaO0OTOCITIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIEIOCTHOCTH MOAYJEH cpeacTBa 3amuThl oT [IMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTrO (PYHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;

ObecneuynTh BO3MOKHOCTh BOCCTAHOBIIEHUS cpecTBa 3amuThl oT [IMB, npexycmar-
pHUBaroLIas BEACHNE ABYX KOMMI IPOrpaMMHOI0 CPEJCTB 3aIIUTHI, €r0 NEpUOInYe-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaOOTOCITIOCOOHOCTH;

Monntruka nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 29 us 33




7 PeannzoBaTh MEXaHU3MbI IPOBEPKH LIEIOCTHOCTH MTAKETOB OOHOBJIEHUH Cpe/ICTBa N N N
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;
g [TpoBoauTh pesepBHOE kKonrpoBaHue I1/H Ha oTyyX1aeMble HOCUTENH UH(POPMALIUH; N N
\Y B noacucreMe aHTUBUPYCHOM 3alIUTHI:
[IpoBOaMTH aBTOMATUUYECKYIO MTPOBEPKY Ha Hannuue BII nnu nocneacteuii [IMB
1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOYJIEH (TPUKIIAIHBIX TPOTpamMMm), KO- + + +
TOpBIE MOTYT coziepkaTh BII, mo ux TUIOBBIM MIa0JIOHAM U C TIOMOIIBIO SBPUCTHYC-
CKOT'O aHaJlln3a;
5 PeanuzoBaTh MeXaHNW3Mbl aBTOMAaTHUECKOT0 0JIOKUpOBaHMsI 0OHapyxeHHbIX BII my- N N N
TEM UX yJaJICHUS U3 IPOrPAMMHBIX MOJYJIEH UM YHUYTOXKECHUS;
3 PerynspHo BeIMONHATH (IIpH epBoM 3amycke cpeacts 3auuThsl [1[n ot [IMB u ¢ N N 4
yCTaHaBJIMBAaEMON IEPUOJIUYHOCTBIO) POBEPKA HA IpeaMeT Hainuus B HuX BIT;
4 JomxHa nHunuupoBartscs aBToMarnyeckas nposepka UCII/In Ha npenMer Hannuus N N N
BII npu BeisiBienun ¢akra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTAHABIMBAEMOTO YNCIIA ONEpalui yIaIeHUS
5 BII u3 onepaTuBHON UM TOCTOSHHOU MaMATH, U3 IIPOIPAMMHBIX MOIYJIEH U IIpU- + + +
KJIAJIHBIX ITPOTrpaMM WJIM MPOrPaMMHBIX CPEICTB, coaepxkanux BII.
6 JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTHYECKHI + + +
MOHUTOPHUHT UH(POPMAIIMOHHOTO 0OMEHA C BHEIITHEH CeThIO C Lenbio BbisiBieHus BII.
VI Kontpons orcyrcreus H/B B 110 C31
s mporpaMMHOro o0ecrieueH s, UCIoIb3yeMoro npu 3amure nadopmaruu B UC-
1 [T1u (cpencts 3amutsl nHGopMauu — C3U, B TOM dncie U BCTPOSHHBIX B 00LIeCH- + + +
CTEeMHO€ U MpHUKJaJHoe IporpaMmHoe obecrieuenue — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIMN ypOBEHb KOHTpOJIsl oTcyTcTBHs B HeM H/IB (He nexnapupoBa-
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HBIX BO3MOKHOCTEH).

Vil

O6napyxenue Brop>xeruit B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAMMHO-AINIAPATHBIX CPEICTB (CUCTEM) O0HA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOLINE CUTHATYPHbBIE METO/Ibl aHATIN3a

H606XOI[I/IMO 00s13aTeNIbHOE NCII0IL30BAHIE CUCTEMBI O6Hﬂpy>KeHI/I$I CCTCBBIX aTak,
HCIIOJIB3YIOMUC CUTHATYPHBIC METOAbI aHaJIN3a U MCTO/Ibl BBISABJIICHUA aHOMAaJIUH

VI

3amura UCIIdn ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoiib3oBath CBT, ynosierBopsitoniue
TpeboBaHUsM cTaHIapTOB Poccuiickoii Depeparuu mo 3IeKTPOMarHuTHONW COBMeE-
CTUMOCTH, TI0 0€30MaCHOCTH ¥ YPTOHOMUYECKHM TPeOOBAaHUAM K CPEJICTBAM OTOO-
pakeHus WH(OPMAIIUH, IO CAHUTAPHBIM HOPMaM, TIPEIbSIBISIEMBIM K BUEOTUC-
ieiiHeIM TepmuHaiaM [19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CaulluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanusm 6e3omacnoctu 110

[TpoBectu o0s3aTeNbHYIO cepTU(UKALNIO (aTTeCTALMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTU MH(pOpMaLINK;

JlexnapupoBaTh COOTBETCTBUE WIIN 003aTENbHYIO CEpTU(DUKALINIO (aTTECTALINIO) TTO
TpeboBaHusAM Oe30macHOCTH HH(POPMAIUH (IO PELICHUIO OIIepaTopa);

Monntruka nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 31 u3 33




[pumeuanue: [Ins UCIIAn 4 knacca nepeueHb MeponpusaTHii o 3ammre [1/IH onpenensieTcss B 3aBUCUMOCTH OT yiepOa KOTOPBIA MOXKET ObITh

HAHECEH B CJIEACTBUU HECAHKIIMOHMPOBAHHOI'O UJIM HEIIPEIHAMEepEeHHOro focryna K I1/1H.

CormnacoBaHo:

3aMecTUTENb TUPEKTOPA, Kanyesa Haranss bopucoBna
3aMecTuTeNnb JUPEKTOpa HaymoBa Dnuna BanepreBHa
3aMeCTUTENb IUPEKTOPA Komunna Enena BsuecnaBoBHa

Monntruka nHpopmaumoHHoM 6esonacHoctu. CtpaHuua 32 13 33



JIuct o3nakomuienus ¢ [loantukoi nHpopMannoHHON 0e30aCHOCTH

Ne DdPHUO JoaxHoCcTh Jara IMoanucek
n/n
1 | KagyeBa Haranbst boprucosna 3amMecTUTeNb JUPEKTOpa
2 | HaymoBa Dnnna BanepreBHa 3aMecTUTENb IUPEKTOPA
3 | Konunna Enena BsiuecnaBoBHa 3aMecTUTENb AUPEKTOpa

Monntnka nHbopmaumoHHon 6esonacHocTu. CtpaHuua 33 ns 33




